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ISO 13849-1: normative requirements




ISO 13849-1: normative requirements
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Objective, development model (simplified V-model)
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Safety-related application software (SRASW)

Basic and additional measures,

increasing efficiency:
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= IFA Report 2/2016e "application software", Chapter 3
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Difference between SRESW and SRASW
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Implementation of safety functions

Source: IFA Report 2/2016e "application software", Chapter 4

#ety function 1 with required PL. = a >

Explanation

Requirements for SRASW are based on the PLr of the
implemented safety function (SF) ... Lr €C

... and not on the PL (device property) of the programmed

control system
B A control system 3
If there are several programmed SFs with different PLr, the PL d

highest PLr typically determines the requirements for the
ighes ypi y rmines qui S actuator
SRASW

Please note: A lower PL level of the SRASW will reduce the PL
of the control system!

Resulting PL =d for hardware, maximum PL, e @. RASW
Resulting PL = ¢ for application software
=> Overall PL = c (for hardware and software)
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Overview of techniques and measures

Development model (V-model)

Modular and structured programming ]
__ Basic

measures

Documentation of specifications and design

Appropriate development activities following changes

Functional test ...

J\

... and extended functional test

Specification of security requirements/safety functions

Project t It
roject managemen — Additional measures

Programming guidelines

Configuration management

etc. —

Most of these measures are implemented by SOFTEMA

Source: IFA Report 2/2016e "application software", Chapter 5
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IFA Report 2/2016e "Application software for machines"

» Motivation for IFA publication

» Hardly any patterns/examples, repeated
requests from machine manufacturers

* 13849-1 in 3rd edition; 13849-2 with software validation
« Completion of the FP319 funding project (2011-2013)
* Contents

IFA Report 2/2006w

» Description of the IFA matrix method Satety reatee apolication sotware fr

machinery - The IFA matria method

« Additionally: error prevention measures, validation, etc.
« Examples
 Available in English and German

IFA Report 2/20%

Shcherhedtsheiogron Anwondungssollware
von Maschinen
=~ Div Matelzmethode das IFA -
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SOFTEMA

The IFA matrix method




Basic requirements for the IFA matrix method

* PLC development environment (e.g. 61131) specifies software architecture
» 3-level software structure (input/logic/output)
» Purely Boolean logic
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The V-model

Design Reviewing
Activities Activities

Safety-requiremen
specification (SB

Safety-related
software
specification

Valldation

T Review T Tested integratig

Software Software
System integration
design testing

Softwa

- i
REVIEW Safet uiremenls
.-'.:.?ster_n des1gm L ested modules 5|;|ﬁ;:!|.ﬁr;|.qﬁ|;m (SRS} valldated
specification Misdule _les_t Module ] Safety-related Test software
L F design test software m Validation
specification
Madule design
specification

_ Softw:
Reviewed code Software design Review i;,::;ienn

speciflcation L
—-I Coding

b) Simplified V-model for software?

a) Simplified V-model of the software safety lifecycle!

11SO 13849-1:2023

'@' IFA 6th PEROSH Research Conference in Manchester ~ September 10th 2025 11



Basic requirements for the IFA matrix method

Abbre document

viation
Al Specification of safety functions
A2.1 Specification of the hardware, system sketch
A2.2 Specification of the hardware, circuit diagram
A2.3 Specification of the hardware, system structure
Safety requirements
specification (SRS] A D Validated A24 Specification of the hardware, 1/0 list
F safer_lf relaed soffware
< vahdannn Validation A3 Catalogue of measures for fault avoidance, tools and programming rules
speu.ﬁu..ll:ion
A4 Requirements 13849-1
Software
Software design Kevicw integration B1 Architecture of a safety program
specification B V C Regr Yy prog
— Coding — B Architecture of a standard program
B3 Modular architecture
B4 Safety-related software specification (cause-effect matrix)
B5 Program sketch
Vi Protocol of verification
C1 Protocol of code review
D1 Protocol of software validation
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B3: Modular architecture

Known:
_ Known: ACT outputs stage
| Eopdm et s ol et vw= e e oy ey -~ 1
Note: [ Emergency siop EMST | I SF_EDM :
In SOFTEMA, the function blocks are : B_EMST i iy : : as_m1 1
stored as a list in Table B3: Modular : : I :
architecture. i S : : |
: IS SG1_1 =1 .’:;ff‘,.: + i !
K P : ! SF_EDM :
1
I Fast-moving gate SG2 : : — Q5_M3 1
! |
| 15.8G2 1 =i 5F Oued 1 I
| 1S SG22 = Moo 1 = " I
1 | I |
I Vertical quard SG3 ! ; I !
: SF_Guaed : O I !
S z . i
1 - ! I
1 ! é i !
| : - — Q5_M2_STO '
| S.SL.SG2 T | :
| ! I
i ) ! :
Certified library modules | sse — i ! "
. . I IS SG2 2 =1 EM 85 1 | |
Library modules developed in-house SG3.0K  —— 1 | |
. . TP — 1 1
Processing stage developed in-house | STP2 —i i T OS.MZSLE I
i _Em | E— 1 |
1 ' : !
R T mEEmm e === 1
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B4: Software specification (C&E matrix)

Additional
test lines

W IFA
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C1: Code review protocol (expandable)

W IFA

_No | _Description _Reference sheet Verification
R1 [Have the agreed error-prevention measures, tools and A3 Measures
programming rules been adhered to?
R2 |Has the system structure of the hardware been implemented? A2.3 System
structure
R3 [Has the interconnection of the /O signals been implemented AZ 410 list
correctly?
R4 |Has the architecture of the safety programme been adhered to?
R5 |Has the modular architecture been adhered to? B3 Module
architecture
R6 |[Has the software specification from the matrix been implemented? B4 Matrix C+E
£££

Sum 8i%

Date 02.04.2014

Name Johanna Dietz
Signature 1272993002
Date 30.08.2025

Check1 Willi Minmax

_Comment

_Comment_Check
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D1: Software validation protocol (expandable)

V1| valistion of safsty lunchons (D7) AT Satety ncaons

V2 |vaiisation of 1D check (©1) A2410 st

gﬁ_ Validation of normatve requirements (D1} A4 Roguirements

[V | weritcason e me seehieaars (V1) B3 Moaule arctitecture

VS| vanficaion of T matrte (V1) B4 Malitx C+E

V6 | Mavuvaiidaton (D1) B4 Natm C+E

;w Venlicaiion code review C1Coderevew

Ve |vertcaron o perionerat dwaces

V8 | Testng e sensois

| |

; |umm

{01 |Documants of e V-mods! from i Excel cocument

102 [POF printout of Ak satr-rslevant sofwirs incl. chacxsum

103 | POF primtout of the hardware coofiguration twth ol sefings) Ind. checksum

{oi_mmmmma.uswannmm
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|07 [Spechcatons o be wth¥omC
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o

I— Date 104042014

]— Name Marcel Benus
Sgnature 2r20a300e
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Basic principles of SOFTEMA

« Implementation of the matrix method in “spreadsheet format"

» based on Excel files "".xIsx", but Excel is not required

« Per PLC/application programme: 1 SOFTEMA project = 1 Excel file

« Can be edited alternately with Excel/SOFTEMA

« Automation: modifications, formal verification, generate and print checklists + test plans, etc.
« Users with different roles/authorisations

» Cross-project master data: persons, documents, programming rules, function blocks
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Advantages of SOFTEMA

Works similarly to Excel, but can do more and is simply easier to use
« Saves time through automation

« Error detection

« Simply documentation, programme-controlled printing

« Simply modification

» Flexible support for validation and testing

« Logging/encryption
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Summary

* Pragmatic method for processing a further simplified V-model
* Independent of control system, programming language and PLr
« Key points of the method are
 Division of the software into inputs stage, logic, outputs stage
» Specification of the logic using a cause and effect matrix
« Higher test coverage with additional test cases
« Documentation as tables in Excel format
» Planning and testing always together in one table

» Software validation consists of inspections (verification, code review) and functional tests (1/O list,
cause and effect matrix) + manufacturer-specific tests
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SOFTEMA

Code visualisation




SOFTEMA code visualisation
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g g gy - - e development environment

i ¢ e e e Kt bt e e 0 e

ik ¢ - Potential problems:
s &
2 e = = R * Limited clarity
R il & i * Increased susceptibility to errors

+ Typical development languages with
limited language scope:

» Structured text (ST)
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m Representation of the CE matrix as an FBD
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Working with the SOFTEMA code visualiser

o — e e o Visualised FBD with output QS_M1

_ il | 21
) I & £5T0P
W7 IFA SOFTEMA & e 5
Institut fir Arbeitsschutz det - tabic
Deutschen Gesetzlichen Unfallversichesung Code Visualisierer
SOFTEMA_Bxample.xsx Process /?
True Coerweag Macw £1 e
N 2= 35 EST02 51 O AND (15_DOOR_S07_00 AKD £ DO0R_S32_0K Of §_DO0R 551 OC AND BT Astaman )
o Visualised FBD with output QS_M2_STO
n
&
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SOFTEMA Code Visualiser awsns =T

m CE matrix represented as FBD
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